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Abstract

Health insurance plays a significant role in ensuring quality healthcare. In response
to the escalating costs of the medical industry, the demand for health insurance is
soaring. Additionally, those with health insurance are more likely to receive pre-
ventative care than those without health insurance. However, from granting health
insurance to delivering services to insured individuals, the health insurance indus-
try faces numerous obstacles. Fraudulent actions, false claims, a lack of transpar-
ency and data privacy, reliance on human effort and dishonesty from consumers,
healthcare professionals, or even the insurer party itself, are the most common and
important hurdles towards success. Given these constraints, this chapter briefly
covers the most immediate concerns in the health insurance industry and provides
insight into how blockchain technology integration can contribute to resolving
these issues. This chapter finishes by highlighting existing limitations as well as
potential future directions.

Keywords: Blockchain; Health insurance management; Customer service
management; Fraud detection and risk prevention; Claim and billing man-
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4.1 Introduction

Health insurance is a means of providing financial support for a person’s healthcare
expenses [1]. In exchange for a premium, the insured must pay all medical, surgi-
cal, and even dental treatment charges incurred by the insurer. Many organizations
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provide health insurance benefits to their employees, which encourages them to
perform well [2]. Accidents and illnesses are unpredictable in life because they can
happen to anyone at any time. The unexpected cost of treatment can put a huge
strain on a person’s finances. Healthcare costs are increasing rapidly as medical
technology advances [3,4]. Because medical costs are going up and people want
better care, more people are getting health insurance [5]. According to the study by
Mendoza-Tello et al. [5], health insurance acts as a shield of safety in three ways.
To begin with, it ensures preventative access to medicine and healthcare. When
compared to uninsured individuals, those with health insurance have a better
chance of accessing early detection tests for any illness. In the United States of
America, lack of health insurance causes poor cancer outcomes. Uninsured indi-
viduals do not receive preventative care, which results in delayed cancer detection
and a lower chance of survival [6-9]. Uninsured people are also more likely to be
diagnosed at a later stage of the disease [10,11] and have a lower chance of sur-
viving [8,11]. Second, it enables access to disease treatment that is personalized to
the insured’s preferences by the insurer. Insured individuals are more likely to
obtain evidence-based care than uninsured individuals [9,12]. Third, it gives eco-
nomic protection, discounts, and compensation for health care expenses. Insurance
companies negotiate discounts with healthcare providers and thus pay a major
portion of the insured’s medical expenses [13]. That is how an insured person has
access to reimbursement and financial stability compared to an uninsured person.
An uninsured person may be forced to pay a large sum of money, resulting in a
significant financial loss and health deterioration [5,14]. The health insurance
issuance process starts when the customer fills out the application form in order to
purchase a plan [5,15]. The insurance company that provides insurance service is
addressed as the insurer. A person who purchases insurance is called an insured
party. Depending on the insured’s selected plan, medical background, age and
insurance sum, the insurer offers the premium amount, which is paid by the insured
party to the insurer [5,15]. In some situations, the insured party is required to
undergo a medical examination before the insurer decides how much money to give
the insured party [15]. Finally, the insurer is provided a customized policy and
receives health coverage based on a mutual contract between the insurer and
healthcare provider [5,15].

The health insurance industry’s processes are riddled with inefficiencies, such
as claim falsification, duplicate claims, fraud activities, irregular billing, security
and privacy difficulties in data sharing and so on. There are numerous areas that
require development in terms of efficiency, accuracy, and management. Fraud in
health insurance is one of the major concerns among the issues. On September 30,
2020, healthcare insurance fraud to federal healthcare programs and private insur-
ers have resulted in a $6 billion loss in the United States. A total of 345 individuals
have charged for their roles in this fraud, with 100 of them being doctors, nurses,
and medical professionals [16]. According to a survey by the National Health Care
Anti-Fraud Association (NHCAA), one healthcare costs the United States more
than $2.27 trillion each year, with tens of billions of dollars lost due to healthcare
insurance fraud [17]. Security and privacy issues have been a major concern when
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it comes to health data sharing as people are extremely sensitive about their med-
ical data, which makes customers hesitant to disclose their health data. Many
people believe that the healthcare industry is not well prepared to deal with the
growing number of cyber threats [18].

Various fields, such as machine learning, blockchain, and others, have had an
effect on health insurance management. Machine learning is one of the most
important and rapidly developing fields in the world today. Although machine
learning has not been utilized extensively in the management of health insurance,
there have been a few noteworthy achievements in this area. The authors of [19]
have proposed an approach based on machine learning to combat health insurance
fraud. Similarly, machine learning implementations have been observed in [20] and
[21]. In [22], authors have leveraged data mining technologies to address fraud and
claim management problems in health insurance management whereas authors of
[23] have made notable contributions to the resolution of claim processing in health
management. However, the most significant issue with all of these works is that
privacy and security have not been adequately addressed. In addition, no mechan-
ism for the secure exchange of data has been presented. This is a vulnerable case
because privacy is the top priority for the vast majority of people today.
Blockchain, on the other hand, is one of the most secure emerging technologies,
and it possesses a number of characteristics that allow it to solve these significant
issues. Blockchain is a distributed, decentralized, and immutable ledger technology
that facilitates the transaction recording process and assists in the tracking of both
tangible (cash, land) and intangible assets (intellectual property, patents, copy-
rights) [24,25]. It acts as a database, storing information electronically in a digital
format [26]. Each transaction in a blockchain is recorded as blocks that are linked
together using cryptography [27-29]. The connection between blocks provides the
blockchain’s immutability or resistance to manipulation by assuring that no blocks
can be altered [24]. It provides immediate, shared, and completely transparent
information that is stored on an immutable ledger that is accessible only to per-
missioned network members [24]. Blockchain technology has the characteristics of
decentralization, tamper-resistance, and traceability [30]. It is capable of con-
structing a secure and private network as well as has the potential to resolve a wide
range of health insurance issues such as interoperability, fraud activities, billing,
service management and so on. Additionally, smart contracts on the blockchain can
make the entire insurance process and documentation transparent. Blockchain
holds all parties, including healthcare professionals, pharmaceutical companies,
and insurance companies, accountable for their activities. This contributes to the
development of trust among insurers and policyholders, healthcare professionals
and patients as well as the overall healthcare industry [31]. As a result, it can be
stated that blockchain has the capability of resolving the majority of the concerns
inherent in the current health insurance system and creating a secure environment
to facilitate the entire health insurance system.

This chapter reviews the most promising research work on the management of
health insurance using blockchain technology. To the best of knowledge, there is
not a single review paper, survey study, or even book chapter that can assist future
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scholars in this topic, which motivates this work. In order to classify existing
works, this chapter divides health insurance management into a number of key
research areas. Consequently, this would assist future researchers get a broad
understanding of the field and figure out where blockchain and the existing lit-
erature fall short.

Authors’ contributions: The authors’ contributions in this chapter are as
follows:

1. A survey on managing health insurance using blockchain technology has been
conducted. This chapter assesses the techniques, their use cases, experiment
scenarios, and their limitations by looking at the most relevant and recent
research studies.

2. Five different aspects are then analyzed by presenting foundational demon-
strations and major key concepts from existing works, and a summary
was drawn.

3. This chapter concludes with a comprehensive discussion of the limitations and
future directions of the reviewed papers.

The following is how this chapter is organized: it begins with Section 4.2,
which discusses several key aspects and challenges of the health insurance industry.
The causal effects of health insurance then are discussed in Section 4.3. Section 4.4
discusses blockchain’s revolutionary impact on the health insurance industry.
There is a detailed discussion of a few of the most important core factors that affect
health insurance management from Section 4.5 to Section 4.9. The chapter con-
cludes with a discussion of limitations and potential future scopes focused on the
reviewed literature as well as blockchain technology in Section 4.10.

4.2 The insurance industry: its aspects and challenges

Insurance, in its simplest form, protects any individual, organization, or other entity
(entity in short) against financial loss. The purpose of insurance is to safeguard any
entity’s financial well-being in the event of an unforeseen misfortune for instance,
structural damage, loss of well-being, and so forth [32].

The insurance industry is vast, having numerous components intertwined with
it. It is one of the areas where customer service management plays an important
role in the overall process. If the consumer is dissatisfied with the service, the entire
system suffers substantial losses. The insurance company should be able to handle
the insured parties’ complaints and grievances, as they play a significant role in the
survival of any insurance company. Given all of these considerations, insurance
should be an honest field with the goal of selflessly assisting people. But, in reality,
the situation is considerably different from what was anticipated. The conviction
about insurance is that if a person receives insurance and pays the monthly pre-
mium, he or she will not have to worry about paying in the event of an unexpected
accident or distress. That is the insurance system’s expected behavior. However,
despite all of its benefits, the insurance industry has so many dark and sophisticated
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sides that it is difficult to comprehend. There are so many areas where the insurance
sector gets compromised by being falsely used by fraud activities. The actors
behind these activities can be the customer, the healthcare provider or even the
insurer themselves. There are many ways the insurance sector can be compromised
by an insured person or healthcare provider, which are as follows:

1. The insured party falsely claiming for additional financial assistance from the
insurance agency.

2. Insured individual claiming money from the insurer for services that were

never provided.

Falsifying facts while issuing insurance cards.

Healthcare providers may charge for irrelevant or unprovided services.

5. Extra money can be claimed by drugstores and healthcare providers for med-
icine and other items.

>

Insurance agencies can do many things to avoid responsibility and overcharge
the customer with higher rates to tactfully gain more cash. The most common
medical coverage scams that can deceive customers are listed below [33]:

1. Insurance companies may purposefully deny claims in order to create a sce-
nario in which they are the victim and the healthcare professionals are the
scammers.

2. The insurance company can change the coverage without notice in order to
further their selfish desires.

3. They may charge the insured for out-of-network costs that the insured is una-
ware of, or they may add hidden costs to the insurance premium.

Along with these, there is widespread concern among consumers regarding the
security and privacy of health data shared with insurance companies, as people are
more concerned about their privacy. The method of exchanging information is
inefficient and does not adequately protect individuals’ privacy. Additionally, the
current insurance system is so reliant on manual work that it exposes the entire
system to damage. As a result, all critical aspects of health insurance require
immediate attention. The core aspects of the health insurance industry are illu-
strated in Figure 4.1.

4.3 Causality in health insurance

In general, “casualty” refers to the link between the cause and the impact of a specific
event or occurrence. Consequently, it is extremely significant in terms of health
insurance. The effect of the presence or absence of health insurance on healthcare
utilization and health outcomes is referred to as a casualty in health insurance. The
most important elements influencing healthcare advancement are optimized access to
healthcare and increased quality of care delivered [34-37]. One of the most concerning
topics in the United States has been the lack of health insurance and its potential
impact on healthcare utilization and health outcomes [38]. The New York Times
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Figure 4.1 Health insurance aspects

reported a list of nearly 47 million uninsured people in the United States in 2006 [39].
In addition, the Institute of Medicine [40] and the National Coalition on Health Care
[41] have recommended universal health coverage to prevent a potential health
disaster.

Though most people, including citizens and politicians, believe that universal
health insurance coverage is extremely important, relatively few actions have been
taken to bring about this basic and significant change in practice. Few studies have
addressed the relation between health insurance and healthcare access, utilization
and health outcome [38].

The American college of Physicians — American society of internal medicine
[42] presents the significant data it has collected in “No health insurance? It is
enough to make you sick.” According to the findings, insured people have more
access to healthcare, receive better hospital-based care, have a lower likelihood of
having delayed treatment, and have a lower overall death rate. Brown ef al. [43]
have also summarized their work in the same way, demonstrating that insured
people have better access to healthcare, resulting in a reduced mortality rate.
Hadley et al. [44] likewise have emphasized that insured people have better access
to healthcare, preventative and diagnostic services, and have lower mortality rates.
Another key aspect has been discovered: insured people are more likely to be
diagnosed with any illness at an early stage. Hoffman and Paradise [45] have
highlighted the relationship between health insurance and health outcomes. It has
been observed that insured people receive better care for chronic diseases and are
less likely to encounter the obstacles of delayed treatment or missing out on
necessary treatment. Howell ef al. [46] have demonstrated the benefits of health
insurance coverage for pregnant women in terms of better health outcomes before,
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during, and after the baby is born. Insured people also have the chance of getting
regular checkups from a doctor and have a lower waiting time [49]. Table 4.1
illustrates some of the studies that have focused on analyzing the relationship
between health insurance, healthcare utilization, and health outcomes.
Furthermore, it is obvious from the preceding discussion that there is a link
between health insurance and healthcare utilization and/or health outcomes. When
compared to uninsured people, insured people receive better treatment and facil-
ities, as well as more preventative care. All of these amenities contribute to lower
mortality rates since insured people receive preventative treatment, have better

Table 4.1 Research findings on the effects of health insurance

References Summary”

American College of Physicians: no health Insured are more likely to have proper
insurance? It is enough to make you sick access to healthcare and preventative
[42] services, they are less likely to receive

delayed treatment, report mismanage-
ment or missing services, receive better
hospital-based care, and have a lower
mortality rate

Brown et al. [43] Insured have better access to healthcare and
lower mortality rate
Hadley [44] Insured receive better preventative service

and access to medical care, more likely to
be diagnosed at an early stage of any
disease and have lower mortality rates

Hoffman and Paradise [45] Insured have greater access to care, less
likely to encounter any unmet treatment or
delayed treatment, access better hospita-
lized care and lower mortality rate

Howell [46] Increased health coverage for pregnant
women before, during and after birth

Institute of Medicine: care without coverage Insurance provides regular healthcare

[47] facilities, an increase in preventative

treatments, and proper treatment for
chronic illnesses, as well as improved
health outcomes

Office of Technology Assessment: does Insured people are more likely to receive
health insurance make a difference? [48] proper care and have fewer negative health
outcomes
Weissman and Epstein [49] Insured people are more likely to have a

regular doctor and to obtain preventive
care. They have shorter treatment wait
times, are less likely to receive delayed
care, and obtain better emergency care

“Conclusions are presented in comparison to the uninsured, with the exception of Howell (2001) and
Levy and Meltzer (2001)
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facilities, and can be detected at an earlier stage of any disease. As a result, health
insurance improves health outcomes and healthcare utilization.

4.4 Blockchain technology: a revolution in the health
insurance industry

As discussed previously, the health insurance industry is being compelled to
compromise its efficiency and prosperity as a result of the high number of hazar-
dous incidents. Blockchain technology possesses the potential to bring numerous
benefits and resolve the majority of health insurance problems and concerns. The
health insurance industry is being disrupted by blockchain innovation and this time
for good! According to Markets and Markets [50], the global market for blockchain
in insurance is predicted to grow from USD 64.50 million in 2016 to USD
1,393.8 million in 2025 [51].

So, on that basis, here are a few important benefits of blockchain in the health
insurance industry:

o Efficient data sharing: One of the most crucial components of the blockchain
is its transparency. The blockchain provides an immutable and transparent data
exchange technology that assures the integrity of the data shared through the
blocks. It aids insurance companies in ensuring the authenticity of shared data.
Blockchain is protected by cryptographic techniques such as digital signatures
and hash functions, which safeguard the process of data sharing and protect the
privacy of each individual.

o Combating frauds and false claims: One of the most concerning hazards in
the health insurance industry is false claims and fraudulent activities. The
health insurance industry takes so many preventative measures in order to
avoid false claims and fraudulent activities. However, the adversaries manage
to deceive the insurance industry in some way. As a result of the Blockchain’s
ability to record time-stamped transactions with complete audit trials, coun-
terfeiters find it incredibly hard to commit fraud [51].

o [Enhancement in customer experience: Customer satisfaction is a critical
component of any insurance company’s sustainability. Customers are typi-
cally content with the provider for whom they pay lower premiums and
receive enhanced benefits. Additionally, if an insurance agency is capable
of responding quickly to customer concerns and providing justice to any
client, this contributes significantly to strengthening consumer trust in that
insurance company. However, maintaining all of these simultaneously is
extremely difficult. One solution is to leverage blockchain technology to
automate processing through the use of smart contracts. Business agree-
ments are encoded in the blockchain, and payments are triggered and pro-
cessed instantly [51].

o Improves trust among entities: In this scenario, the blockchain smart contract
emerges as a savior by establishing trust throughout the formation of the
insurance contract. In every transaction, smart contracts provide immutability
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and auditability. In addition, it eliminates the need for an intermediary to
manage the insurance process.

e Collect and store data: The insurance industry is data-driven. Using tech-
nologies such as artificial intelligence (AI) and the Internet of Things (IoT),
blockchain technology enables the collection of a wide variety of valuable
data. ToT-collected data is stored on the blockchain and then analyzed by Al
This enables the company to take an informed and autonomous decision on
insurance premiums [51,52].

e Accountability and ownership: Accountability allows all parties involved in a
commitment to be open and honest with one another. The immutability of block
transactions and their connections enables ownership control and accountability
[53]. Using the open and decentralized nature of blockchain, customers can see
what the insurance company knows about them and how that information is used,
which means that there is more openness and honesty [54].

According to Kuo et al. [55], the major benefit of blockchain integration for
the healthcare industry is the decentralization behavior of blockchain, which allows
relevant parties such as healthcare providers, insurance companies, and government
regulatory bodies to share data securely without relying on any central system.
Immutability, transparency, security, and robustness are other important factors in
making any blockchain-based system more efficient and improving data sharing.
With such exceptional benefits, it may be concluded that blockchain is the optimal
way to help the health insurance industry. In later sections, the most crucial aspects
of health insurance are investigated thoroughly, along with how blockchain can
provide a substantial path to resolving these issues.

4.5 Customer service management of health insurance
using blockchain technology

Customer service is critical in developing a positive relationship between a
company and its customers. To be specific, a company’s success is heavily
reliant on customer service and satisfaction. Customer service is the assistance
provided by enterprises before, during, and after the purchase or use of their
products or services. Medical aid supplied to patients, any type of insurance
service provided by insurance firms, or any materialistic product sold by com-
panies are all instances of customer service. Good customer service improves
customer satisfaction and enterprise performance, which leads to the enter-
prise’s ultimate success [56].

The quality of customer service is not just determined by the customer service.
It is heavily dependent on how the organization uses its current customer service
scenario to attract new customers and retain the loyalty of existing ones [57].
Customer service is a kind of knowledge-based work where the main motive is to
efficiently utilize and accumulate previous knowledge to improve the customer
service quality [58]. Therefore, it can be stated that an efficient customer service
management system is an essential component of every company’s success.
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Health insurance provides customer service to its members who purchase
health insurance from their company. The objective of a health insurance
company is to provide financial benefits to its customers. An insured person
receives health coverage as a result of the insurer’s and health-care providers’
combined efforts. However, managing customers and providing adequate cus-
tomer care is a difficult task. The entire system is entirely dependent on human
supervision, making it prone to error. Other drawbacks include the insured
individual fabricating information, abnormal billing, a lack of transparency,
and, most crucially, a lack of data privacy and security. These difficulties must
be addressed in order for the health insurance organization to be successful.
Blockchain has the ability to alleviate the majority of the problems associated
with the health insurance customer administration system. Blockchain technol-
ogy can provide a secure environment in which the health insurance manage-
ment system can be easily integrated.

According to the preceding discussion, customer service management is
about providing quality service to existing customers as well as attracting new
customers with better service. Considering this information, it can be stated
that there are some factors that influence quality customer management, such
as thoroughly monitoring if current customers are receiving proper facilities;
how the insurance company responds in the event of any obstacles encoun-
tered by the customer; and, most importantly, if any customer’s complaint is
being resolved patiently. As a result, customer management in health insur-
ance falls into two broad categories: monitor and response management and
complaint and grievance Management. These two aspects are among the core
aspects of health insurance management, as demonstrated in the following sub
sections.

4.5.1 Monitor and response management

Monitor and response management in health insurance play a vital role in ensuring
quality customer service. Monitor and response management in health insurance
refers to the ability to properly manage health insurance through monitoring and
ensure better quality service by providing a proper response to customer demands
and issues.

The insurance industry’s major step in this regard is to constantly monitor all
of their customer facilities, such as whether customers are receiving all of the
services included in their insurance policy. If this factor is not ensured, achieving
existing customer satisfaction can be extremely difficult, let alone attracting new
customers. However, this aspect is more than just constantly monitoring existing
client facilities; it serves a larger purpose. With medical fields getting better and
new cures and devices being made almost every day, the cost of medical care and
getting access to it has become hard to handle. As a result, insurance companies
must monitor their policies on a regular basis and, if necessary, reform them.
Otherwise, maintaining the standard and remaining among the best companies is
extremely difficult.
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The main challenge in ensuring these aforementioned factors is ensuring
quality service by providing adequate privacy to customers. As monitoring and
response management are essentially about sharing information about customers, it
is critical to protect each customer’s privacy. Customers must also be assured that
their privacy is not violated. Current systems, however, struggle to meet these
requirements due to inconsistencies in security policies and access control struc-
tures. Blockchain paves the way for a revolution in this field. If the privacy and
transparency properties of blockchain can be efficiently integrated into solving
these issues, it could be a massive benefit and make the monitoring and response
management process run smoothly.

4.5.2 Complaint and grievances management

It is crucial how a health insurer handles customer complaints and concerns. The
quality of their service is highly dependent on how they handle their customers’
concerns [59]. Customer complaint resolution facilitates the resolution of unsa-
tisfactory situations and the tracking of complaints and grievances, paving the way
for an organization to enhance its service quality [60,61].

Any individual has the freedom to select any insurer he or she wishes, based
on the insurer’s service quality. Customers have the option of switching plans or
even insurance companies if they are displeased with the outcome of their com-
plaints [62]. In typical health insurance complaint and grievance management
systems, the client must physically attend in order to file a complaint or even
monitor its status. Even if the customer’s complaint is addressed, he or she might
be dissatisfied with the entire system if the settlement is too lengthy.
Additionally, there is the concern of transparency and anonymity. In today’s
society, people are extremely protective of their data, which makes them feel
uncomfortable filing a complaint just because the system lacks anonymity. There
may be additional causes for ineffective complaint and grievance management,
such as a failure to enforce robust complaint and grievance management laws and
regulations or a flawed redressal system [63].

To the best of our knowledge, there is no literature that directly addresses health
insurance complaints and grievances. As a result, similar fields have been investigated
how research communities have addressed complaints and grievances. Health insur-
ance companies can utilize similar solutions to manage their clients’ complaints and
grievances, ensuring that their company’s quality continues to improve.

There is a lack of communication between the government and its citizens. In
some parts of the world, the manual process of filing a grievance can take up to a
month. Furthermore, tracking the status of a complaint is a time-consuming and
tiresome task. With these problems in hand, Jattan et al. [64] have used the ether-
eum blockchain to propose a secure and transparent system for resolving com-
plaints. Each complaint is a smart contract processed on the ethereum Blockchain.
The process begins with a user registering a complaint. The complaint is registered
and so kept on the ethereum blockchain by including the appropriate details. To
track the status of the complaint, the user will be granted a complaint number.
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Table 4.2 Key findings in complaint and grievances management

Reference Key finding Advantages Disadvantages
Jattan Proposed a secured and transparent e Secure e Applicability
et al. BC system for complaint redressal o Transparent e Scalability
[64] system using Ethereum. and « Benchmarking

immutable
Rahman  Presented a BC-based anonymous and e Secure and e Simulation
et al. transparent platform where complainants reliable e Privacy
[65] can submit anonymous complaints e Ensures Efficient
and communicate with authorities anonymity e bihicient
for resolving their complaints. of users e Benchmarking
e Efficient
e Ensures
temper
resistance

Officials are able to view the complaint only if the data is stored on the blockchain
and take appropriate action on it. The complainant will be kept informed of all
actions taken in response to the complaint.

Quick and effective complaint resolution is a critical civic right that every
citizen expects from their government. In a typical physical complaint management
system, people must physically visit the organization to file a complaint. These
complaints are addressed in a committee-based system, which is a really long and
tiresome process. There are various online complaint management tools accessible.
Most victims are hesitant to submit a complaint through these online platforms due
to the lack of transparency.

In [65], Rahman et al. have presented a blockchain-based platform for creating
an anonymous, transparent, and decentralized environment for complaint and
grievance management. Individuals can use this method to lodge anonymous
complaints and communicate with the authorities responsible for resolving their
problems. This platform enables officials to deal with complaints more efficiently.
It makes use of self-sovereign identity and zero-knowledge proof to ensure that
users’ identities remain anonymous while lodging complaints, thereby reducing
their vulnerability to threats. As a storage and sharing mechanism, this platform
makes use of the interplanetary file system, which, like blockchain, is resistant to
tampering and provides additional security.

Summary: To assist future researchers, the essential concepts of existing
works have been outlined in Tables 4.2 and 4.3. In contrast to the work of Jattan
et al. [64], the work of Rahman et al. [65] is reliable, efficient, and ensures user
anonymity. Despite the fact that both existing works are built on public blockchain,
Jattan et al. have used ethereum, whilst Rahman ef al. have used hyperledger aries
and hyperledger indy.
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Table 4.3  Different utilized properties in complaint and grievances management
(— indicates that the required information is missing/not mentioned)

Reference Blockchain Implementation language & Consensus Blockchain

type other platform/framework algorithm platform
Jattan Public Next.Js, Web3.js - Ethereum
et al.
[64]
Rahman  Public - - Hyperledger aries
et al. and hyperledger
[65] indy

4.6 Health insurance claim management using
blockchain technology

In the context of health insurance, a claim is any application filed for benefits from the
health insurer organization. The client must file a claim so that funds for his or her care
can be reimbursed. The health insurance provider must process the claim request in
order to manage claims. This means that the insurer must investigate the claim
request’s authenticity, rationale, and information. There are various stages involved in
the processing and management of claims. This process begins with registering the
customer, continues with policy issuance, ensures the customer’s authenticity by ver-
ifying medical certificates [66], keeps customer data confidential, detects false and
anomalous claims, and reduces overall management costs [67]. If everything is in
order, the health insurance provider reimburses the client’s health care provider.

However, the major challenges in claims management include time management,
reliance on human supervision, a lack of visibility, and security. Because most man-
agement systems rely on human supervision, the claim management and insurance
issuance processes are prone to errors. The data collection and processing procedure is
entirely dependent on humans, making it prone to inaccuracy [5]. Also, a major con-
straint with this entire process is the lack of data visibility and availability and security.
Consequently, obtaining health insurance and managing claims becomes a laborious and
time-consuming process for both the insurer and the insurance provider [5,67]. Another
significant issue in insurance claims is that the insurance process is occasionally ham-
pered by service manipulation and misuse by policyholders and providers seeking a
higher payment for an insured incident [5]. Because of these concerns, it has become
difficult to ensure the integrity and legitimacy of the claim request information [5,67].

With this concern growing in health insurance claims, there is various research
work that has focused on building tempering-free claim architectures. Thenmozhi
et al. [67] have proposed their architecture based on a major objective: develop a
blockchain-based health insurance claim processing system that will assist insur-
ance companies in establishing a secure, tamper-resistant network. The proposed
system consists of three modules, including:
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1. Registration: When a person joins the organization by paying the annual
premium, the system calculates the required premium. A hospital joins
every year and its stay or drop depends upon the voting system. It can
enter its offers into the system. Patients can browse offers and choose
treatments.

2. Treatment: A person chooses a hospital and an offer from the organization’s
interface (web). The hospital records the person’s treatment in the system. The
system stores the record.

3. Claim: Payment is made in the hospital following treatment. Due to the fact
that the record is still open and not closed, the organization calculates the
payable amounts. The patient can access his or her personal information,
payment history, and payable balance via the user web portal.

Authors from [5] have highlighted the characteristics of blockchain tech-
nology that are used for issuing health insurance contracts and claims, including
automation, authentication [68], transparency, immutability and decentraliza-
tion. A layer model is defined based on these characteristics to abstract the
functionality of the schema components, namely peer-to-peer mining, block-
chain, smart contract and user. As a result, the studies have noted three use
cases: the issuance of an insurance contract (policy), payment of an insurance
premium, and claim management.

Transparency at all levels is absolutely critical to health insurance and more
specifically, the health sector. In [31], Sawalka et al. have proposed a blockchain-
based claim model to ensure transparency between insurance companies, obviating
the need for agents and enabling direct contact between insurance companies and
hospitals. Ethlnsurance, the proposed framework, enables efficient and secure
access to medical data by patients, providers and other third parties while safe-
guarding patient privacy.

Ethlnsurance consists of three modules i.e. the patient, the hospital and the
insurance company. The blockchain is intrinsically linked to the patient and it
determines who is granted access. Three contracts, namely consensus, permission,
and service, are in charge of all blockchain activity. Experiment results show that
EthInsurance is reliable and safe. Utilization of blockchain technology lowers the
cost of decentralization. It validates and authorizes data before it is transmitted over
the network, minimizing the possibility of unauthorized use of records.
Furthermore, each patient has a unique ethureum address and identifier. The
authors have used distinct contracts to convey a sense of modularity, which benefits
the framework’s data security.

Summary: An overview of the key contributions, benefits and numerous uti-
lized components of the most significant works is provided in Tables 4.4 and 4.5.
All existing mechanisms are secure, reliable, and reliable. By facilitating direct
contracts between entities, Sawlka ef al. [31] have eliminated the necessity for
agents. Mendoza-Tello ef al. [5] have, on the contrary, increased transaction dur-
ability. Authors from [67] have reduced network latency in order to construct a
safe, tamper-free network.
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Table 4.4 Key findings in claim management

References Key finding Advantages Disadvantages

Sawalka Proposed a BC-based system that e Eliminates the e Enhancement
et al. stream-lines and simplifies the need for agents Benchmarking
[31] insurance claim process e Enables direct

contract
between entities
e Secure and effi-
cient access to
medical data

e Reliable
and safe
Thenmozhi Developed a BC-based solution to aid ¢ Secure and e Applicability
et al. insurance firms in establishing a reliable e Scalability
[67] tempering-free secure network e Network latency 4 Security
e Benchmarking
Mendoza- A layer-based model is built and the ¢ Transaction o Feasibility
Tello three usage scenarios are presented durability e Benchmarking
et al. [5] based on the characteristics pro- e Trust
vided by BC e Reliable
and safe

Table 4.5 Different utilized properties in claim management (— indicates that the
required information is missing/not mentioned)

References Blockchain Implementation language & Consensus Blockchain

type other platform/framework algorithm platform

Sawalka Public Ganache platform - Ethereum

et al. [31]
Thenmozhi  — Express Proof of Ethereum,

et al. [67] work hyperledger

fabric

Mendoza- - - — _

Tello et al.

(3]

4.7 Health insurance bill management using
blockchain technology

Billing is the procedure by which a third party, typically insurance companies,
reimburses a patient for treatment delivered by any healthcare provider. This entire
process is referred to as the billing cycle or revenue cycle management, and it
incorporates the management of claims, payment, and billing [69].
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Claims and billing are core aspects of the health insurance system and are
closely intertwined. The whole process starts with the doctor visiting the patient
and assigning diagnosis and procedure codes, which are then used by the insurer in
order to define the coverage and medical necessity of the services [70]. The patient
files a claim with the insurance company, and the insurance company verifies the
correlation between the services provided by the healthcare provider and the per-
centage they must pay. Depending on the outcome, the insurance pays the amount
to the healthcare provider on the patient’s behalf [71]. The insurer must verify if
there is any relevance between the service provided by the healthcare provider, the
necessity of those medical treatments and the amount of finances demanded in the
claim. The reason behind this procedure is that there can be fraud cases which can
be executed by the healthcare provider for higher benefits or even the patient
themselves. Customers can deceive insurers by claiming for services that were
never delivered, for unneeded medications, for repeated claims, or even for frau-
dulent insurance cards. Similarly, healthcare professionals may charge a fee for any
service or treatment that was not provided, or for providing medically excessive
and unneeded services [72]. As a result, billing management is a crucial part of the
insurance system for the seamless operation of the whole process. For a long time,
health insurance companies managed their whole billing system using pen and
paper. Currently, the majority of companies manage claims and billing through the
use of digital technologies.

To the best of our knowledge, billing management in health insurance has not
been addressed separately over the years. Instead of that, research communities
focused on this aspect during fraud and claim management activities. As a result,
additional domains have been searched in which researchers have addressed billing
management in order to reduce fraudulent activity and streamline the claim process.

Authors from [73] have proposed a blockchain-based approach that uses Internet
of Things (IoT) devices for the metering and billing of customer for the electric net-
work. The proposed mechanism aims to solve both rust and privacy issues. They used
raspberry pi to simulate metering and hyperledger fabric, with its decentralized struc-
ture, to provide transparent and safer solutions. Experimental results show the pro-
posed system is less vulnerable to cyber attacks as a consequence of using blockchain.
In addition, by implementing smart contracts and automating all energy tracking pro-
cedures, the rate of wrong manual measurements will be reduced.

Sawalka ef al. [31] have aimed to make the insurance process more seamless
and less time-consuming. They use insurance as a mode of payment at the hospital.
The hospital directly requests a claim from the company, and the insurance com-
pany responds with a claim record after checking details in the patient’s records.
This system reduces the patient’s workload while also keeping the process trans-
parent. This paper’s details have been skipped because they have already been
discussed in Section 4.6.

Summary: Tables 4.6 and 4.7 provide a summary of the findings of the
reviewed papers, which might help researchers gain a rapid understanding of what
previous researchers have accomplished. Both the mechanisms from Ahmed et al.
[73] and Sawalka et al. [31] have given secure and efficient data access, hence
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Table 4.6 Key findings in billing management

References Key finding Advantages Disadvantages
Ahmet et al. A consumer metering and billing ¢ Scalable energy e Security
[73] system is presented that uses efficient e Privacy

BC technology and IoT de- e Less vulnerability

vices to adleess scalability, to cyber
trust, and privacy concerns o attacks
e Privacy
Sawalka Proposed a BC-based system that ¢ Eliminates the need e Enhancement
etal. [31]  streamlines and simplifies the for agents e Benchmarking

insurance claim process e Enables direct con-

tract between entities
e Secure and efficient

access to medical

data, reliable

and safe

Table 4.7  Different utilized properties in billing management (— indicates that the
required information is missing/not mentioned)

References Blockchain Implementation language & Consensus  Blockchain
type other platform/framework algorithm  platform
Ahmet et al. Private Javascript Proof of Hyperledger
[73] concept fabric
Sawalka Public Ganache platform - Ethereum
et al. [31]

reducing the exposure to cyber threats. In addition to the comparison, Ahmed ef al.
have employed hyperledger fabric, while Sawalka et al. have employed ethereum.
As part of the implementation, Ahmed et al. utilized javascript for their private
blockchain, whereas Sawalka ef al. leveraged the ganache platform for their public
blockchain.

4.8 Fraud detection and risk prevention in health
insurance using blockchain technology

Fraud is the intentional deception or manipulation of information by an individual
or organization in order to obtain a financial or personal advantage [74]. Healthcare
is a prime target for adversaries to attack and profit from. Among these attacks,
healthcare insurance fraud has been a significant source of burden on the healthcare
industry in recent years. It has attracted the attention of the government and health
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insurance companies due to the significant losses it causes them [75]. Faking
information, hiding third-party liability, and falsifying electronic bills are all
examples of common health insurance fraud. These types of instances can be
incredibly harmful to an authentic customer, both physically and financially [30].

The traditional health-care system is built on trust. The patient who provides
the insurance card is trusted by the health insurance provider. The service provi-
ders, understandably, believe that the patient did not falsify the insurance card. In
the event of doubt, they have to go to the insurance company physically.
Furthermore, employees cannot be trusted because fraud can occur from within the
insurance organization. As a result, the old system cannot be trusted as a system,
which leads us back to the issue of trust [75]. The issues of privacy and security are
inextricably linked to this trust issue. People are always concerned about their
security and privacy before they are concerned about anything else. They will never
trust any organization if their security is not ensured. As a result, people’s trust in
the healthcare system is deteriorating. Also, it is very frustrating considering the
time, effort and money wasted on the paperwork of the whole manual process [75].
Calculations indicate that American insurance firms waste up to $375 billion per
year as a result of the paperwork and administrative box-ticking [76].

Another significant issue with the current health insurance sector is that the
claims are submitted manually to the insurance providers. As a result, if there are
potential fraud cases, they often go unnoticed. Furthermore, the manual process
often includes private individuals whose responsibilities include detecting fraud
and abusive instances and proving them to the government or other regulatory
authority. If they achieve their goal, they are financially rewarded, which motivates
them to perform their duties more sincerely [77]. Still, the manual system is prone
to errors. Many fraud instances go undetected owing to a lack of appropriate proof,
resulting in massive economic loss [74]. Additionally, the current manpower and
resources available for healthcare insurance are insufficient to prevent these frau-
dulent instances [30]. Furthermore, policyholders and medical service providers
sometimes take advantage of a customer’s health insurance benefits through falsi-
fication and service abuse to obtain additional funds [19]. In Figure 4.2, different
aspects of fraudulent incidents in healthcare insurance have been illustrated.

Taking various forms of healthcare insurance fraud in mind, Liu et al. [30]
have proposed a blockchain-based anti-fraud system for healthcare insurance that
consists of a cloud platform, a network layer, a core layer, an interface layer, and
an application layer. The main objective of this system is to verify the patient’s
medical reimbursement request and ensure it complies with the policy’s provisions.
The proposed architecture includes three blockchain services to address three types
of fraud, namely medical process information inspection, third-party responsibility
inspection, and healthcare insurance bill inspection. From the experiment results,
the authors have shown that the proposed system is tailored to business needs and is
based on resolving current real-world problems. It does not require any modifica-
tions to the existing information system. Additionally, the architecture is used to
call services between systems, decouple systems, and internal modules are also a
loosely coupled architecture of building blocks that can adapt to changing business
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Figure 4.2 Different aspects of health insurance fraud (inspired by [74]).
!Patients pay fixed amount to providers as defined by healthcare
insurance policy. “An entity that connects the healthcare insurance
providers and the insurers (patients).

requirements. The capability of solving anti-fraud issues, such as fraudulent data,
concealing third-party liability accident fraud, false electronic bill reimbursement
and other issues has made the architecture suitable for the current trend of medical
information.

In [75], Alhasan et al. have highlighted the trust between patients and service
providers, which leads to counterfeit (fraud) in the health insurance industry.
Governments are spending countless amounts of money and time to stop this
dilemma. To prevent this, authors have discussed recent articles that looked into
various health insurance systems based on blockchain technology and hence pro-
posed a new framework and consensus algorithm to ensure the security and
decentralization of a distributed ledger. The proposed BC-based framework is
composed of five major components: the insurance company, the patient, treatment
providers (hospitals, medical centers, and pharmacies), the ministry of health
(MOH), and the blockchain network.
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The proposed system is evaluated in terms of validation time, upload time,
time required to append blocks to the chain, data integrity verification, and data
privacy. Experiment results demonstrate the system’s robustness and effectiveness
in terms of performance, security, and privacy. The advantages are highlighted
below.

e The use of blockchain in storing health information can be effectively
secured by having data over multiple machines which are supervised and
authorized by a distributed community in preference to a centralized
approach.

o This method provides a way for everyone in the party to view and verify the
data that is added and modified.

e Moreover, there is a record of each transaction and modification made within
the network.

e  The performance of middleware to parse and transform medical health data is
fast and there is not much observable delay to loading that processed data into
blockchain.

Additionally, the proposed consensus algorithm reinforces the distributed concept
by selecting randomly based on two rules: FIFO and length results, implying that
the system is completely distributed.

Each year, the healthcare industry in the United States loses tens of billions of
dollars to fraud. Certain types of fraud put the patient’s health at risk. This drives
Ismail et al. [74] to develop a system capable of detecting and preventing fraud
based on twelve different fraud scenarios. Because of the peer-to-peer distributed
nature of blockchain, they have proposed Block-Hi, a blockchain-based health
insurance fraud-detection system. Furthermore, they have created a taxonomy of
health insurance fraud based on various fraud scenarios as well as relationships
between insurance claim contents, associated fraud categories, and corresponding
validators.

The authors have investigated the performance of their system in terms of
execution time and data transfer amount when the number of claims and the
number of healthcare insurance company branches increased. When the number of
health insurance branches increases, the performance of Block-HI in terms of
execution time and data transferred degrades by only 0.69% on average. While the
number of claims have increased, performance declined by 33.51%. This is due to
the consensus protocol’s execution.

Summary: To conclude this section, Tables 4.8 and 4.9 highlight the findings
on fraud management using blockchain technology. In addition to providing a
blockchain-based solution, Ismail ef al. [74] have presented a potential taxonomy
of fraud attacks in the healthcare insurance industry. The authors have included
PBFT into their private blockchain. On the other hand, Liu et al. [30] facilitate
enhanced system performance. The architecture of Alhasan et al. [75] has improved
transaction speed and usability. They have introduced a new consensus method for
their consortium blockchain.
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Table 4.8 Key findings in fraud detection and risk prevention

References Key finding Advantages Disadvantages
Liu ef al.  Proposed a healthcare insur- o Secured o Enhancement
[30] ance anti-fraud system

Protects privacy of three- Benchmarkin
based on BC and cloud ® p v ¢ &

tine that red chain data

computing that reduces

the need of resources and ® Supports better system
performance

manpower and provides
various medical services
Alhasan Proposed and implemented a ¢ Usability and efficiency
et al. novel framework and
[75] consensus algorithm to
eliminate fraud in the
health insurance industry

Applicability
e Effective in terms of Scalability

security e Benchmarking
e Privacy and speed

Ismail Presented a taxonomy of e Performance enhance- e Simulation
et al. healthcare insurance claim ment in terms of execu- o Feasibility
[74] frauds and proposed and tion time and the amount

evaluated a BC-based of data transferred

healthcare insurance
claims fraud detection
framework

Table 4.9 Different utilized properties in fraud detection and risk prevention
(— indicates that the required information is missing/not mentioned)

References Blockchain Implementation language & Consensus  Blockchain
type other platform/framework algorithm platform
Liu et al.  Private - - Hyperledger
[30] fabric
Alhasan Consortium  C# Self pro- -
et al. posed
[75]
Ismail Private - PBFT -
et al.
[74]

4.9 Health insurance data record and sharing
management using blockchain technology

Patient health data is one of the most powerful weapons in the health insurance
sector. As a result of technology breakthroughs such as the invention of the IoT and
wearable devices, healthcare data is exploding [78]. This data can provide useful
insights to the health insurance company, which can subsequently use it for a
variety of purposes, including policy customization and claim management [79,80].
Health insurance companies can use IoT devices to collect data in real-time and
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build precise and customized policies based on individual lifestyles [80,81]. As a
result, it might be said that a secure data sharing infrastructure is required for
sharing health data with a healthcare insurance provider in order for the consumer
to obtain the full benefits of health insurance.

However, there are several obstacles, such as data privacy, security, and
interoperability, that can have a significant impact on the entire data sharing
architecture [81,82]. To begin with, there is concern about client data privacy and
security, as health data is extremely sensitive by nature and contains personally
identifiable information [83]. If this data is compromised, serious financial and
physical consequences may occur. As a result, the current data sharing architectures
pose a reliability concern [81,82]. Second, effective data integration and inter-
operability amongst healthcare systems remain a major challenge [81,82]. Another
challenge is that customers have little control over their private health data [84]. All
of these obstacles necessitate the development of a secure and private infrastructure
for data sharing so that data can be shared with proper access control and privacy.

To address the inefficiency and time-consuming nature of the current system,
Lokhande et al. [79] have devised a new method of sharing health data that makes
use of permissioned blockchain technology to safeguard the data and conceal it
from those who do not wish to see it. Additionally, authors have utilized the par-
ticipation service, which is provided by blockchain to assist with distinctiveness
management. Their designed mobile healthcare system can collect, distribute and
collaborate on individual health data between entities and insurance companies.

The authors of [80] have proposed a method for sharing personal data while
maintaining privacy and security through the use of blockchain technology. The
proposed novel framework integrates health insurers, IoT-based networks, and
blockchain technology to implement an access control protocol based on a smart
contract for sharing insureds’ financial premiums with stakeholders acting as
non-participants or authorized parties. In comparison to traditional data-sharing
systems, the proposal evaluation results in authorized access in less time. The
proposed method, according to the security analysis, ensures transaction integ-
rity via SHA-256, user authenticity via asymmetric encryption, non-repudiation,
avoids single point failure, and privacy.

As the volume of healthcare data increases, issues with unstandardized data
formats and provenance become more vulnerable. Lee et al. [82] have proposed a
standards-based sharing framework, SHAREChain, which incorporates two fea-
tures to deal with reliability and interoperability issues. These are:

1. It enhances reliability by leveraging the data integrity of a blockchain registry
and establishing a consortium blockchain network to exchange data between
authenticated institutions.

2. The second feature enhances interoperability with standards relating to healthcare
data sharing. To ensure data interoperability, the authors have used FHIR as well
as XDS’s actor and transaction concepts in the system architecture.

Summary: Tables 4.10 and 4.11 provide a comprehensive summary of the
overall elaboration of this aspect. Compared to prior publications, [79,80] authors
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Table 4.10 Key findings in data record and sharing management (— indicates that

the required information is not found)

References Key finding Advantages Disadvantages
Lokhande Proposed a system which is capable of o Highly e Benchmarking
et al. [79] exchanging health data by using ascendable
permissioned blockchain to ensure ¢ Trusted
security and concealment and liable
Iman et al. Presented a novel framework that uses ¢ Protect data -
[80] a smart contract to implement an from potential
access control system for sharing the threats
financial premiums of insureds with ¢ Authorized
stakeholder as non-participants/ access within
authorized parties less time
o Off-chain db
Lee et al.  Proposed a sharing framework which ¢ Interoperability e Emphasize on
[82] deals with reliability and interoper- Identity key factors
ability issues by utilizing the data On/Off-chai
integrity and consortium BC net- ° -ehain
work.
Table 4.11 Different utilized properties in data record and sharing management
(— indicates that the required information is missing/not mentioned)
References Blockchain Implementation lan- Consensus Blockchain
type guage & other platform/ algorithm platform
framework
Lokhande  Private - Top score, proof of  Hyperledger
et al. veracity and fabric
[79] authentication
Iman et al. Private HTML, CSS, IS, PBFT -
[80] ASP.net, C#
Lee et al.  Consortium XDS, FHIR - -
[82]

have provided trustworthy and reliable techniques. The mechanism from Iman
et al. [80] only supports off-chain databases, but the mechanism from Lee et al.
[82] supports both on-chain and off-chain databases. Iman ef al.’s technique
requires less time due to their usage of PBFT as their private blockchain’s con-
sensus algorithm. Lokhande et al. have worked with private blockchains as well,
but their consensus techniques are top score, proof of veracity, and authentication.
SHAREChain, the consortium blockchain technology proposed by Lee et al., is

implemented using XDS and FHIR.
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4.10 Limitations and future directions

Blockchain technology has the potential to revolutionize the health insurance sector
by resolving complex issues such as claim management and fraud detection.
Researchers are recognizing the benefits of integrating blockchain in resolving
these challenges of the health insurance sector. Numerous notable research projects
have already been suggested and have been demonstrated to be successful in fixing
the challenges for which they were established. However, many systems have one
or more drawbacks that must be addressed, and additional research must be con-
ducted to solve these limitations.

4.10.1 Limitations

In this subsection, an attempt has been made to highlight the key drawbacks of the
reviewed literature in this area. A demonstration of the limitations of the existing
literature is given in Table 4.12.

e Lack of literature: Blockchain technology is still in its nascent stage. The
adoption of this technology is low in comparison to the number of problems it
can solve. Despite the fact that the health insurance industry has integrated
blockchain in numerous areas, there are still significant areas for which no
blockchain-specific solutions exist. Health insurance billing management and
complaint and grievance management are two sectors where high-quality
blockchain-based solutions are needed. While billing is slightly related to the
concept of claiming, it has a significant impact on its own. Although several
writers have highlighted the billing process in connection with the claim
management process, relatively little study has been conducted on the
blockchain-based health insurance billing system. In addition, there is no
research on the subject of monitoring and response management, which is
highly alarming and should be addressed immediately.

o Lack of applicability and scalability: As previously noted, researchers can
employ blockchain-based solutions that have already been implemented in
other industries to address health insurance challenges. Nonetheless, this poses
two crucial questions:

Are these approaches sufficient for addressing health insurance concerns?
Are these methods capable of handling health data, which contains sensitive
and personally identifying information?

For instance, the authors of [64] have developed a method to control com-
plaints and grievances between the government and the people. They have incor-
porated blockchain, and the use of blockchain has increased the complaint
management system’s security, transparency, and immutability. However, they
have not provided evidence of the scalability or adaptability of their system,
making it extremely difficult to implement the recommended strategy in the health
insurance industry or any other sector. In addition, the authors from [67] have failed
to clarify the adaptability and performance comparison of their systems, which are



Table 4.12 Limitations founded in reviewed literature (@ means limitation exists and o means it does not)

Limitations in

P Applicability Scalability Security Simulation Privacy Feasibility Enhancement Emphasize on key Benchmarking
references

factors

Sawalka et al. o o o o o o ° o °
[31]

Thenmozhi et al. o ° ° o o o o o °
[67]

Mendoza-Tello o ) ) o o ° o ) °
[5]

Mangaonkar o ) ) o ) o o ) °
[85]

Goyal et al. [86] o o o o o o °

Jattan et al. [64] e o o o o °

Rahman et al. o o o ° ° o o o °
[65]

Ahmet et al. o o PY o ° o o o o
[73]

Liuetal. [30] o o o o o o ° o °

Alhasan et al. ° ° o o o o o o °
[75]

Ismail ef al. [74] o o o o ° o o

Lokhande ef al. o o o o o o o o
[79]

Iman et al. [80] o o o o o o o o o

Lee et al. [82] o o o o o o o
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critical needs for any insurance firm seeking to use their proposed architecture in a
real-world scenario. Alhasan et al. [75] have proposed an excellent method for
resolving health insurance fraud events, but they have not described the scalability
of their method.

Before even considering integrating an existing solution from another industry
into the health insurance system, the above two concerns must be answered.
Consequently, there is insufficient study to fully comprehend the applicability and
scalability of existing solutions in the health insurance industry.

e Lack of simulation and benchmarking: Simulation and benchmarking play a
crucial part in the success of any scientific study. Most research papers that use
blockchain technology to solve problems with health insurance do not have
quality benchmarking.

The authors of [65] offer a significant method for managing complaints and
grievances using blockchain technology. However, the authors have not pro-
vided a simulation of their proposed system, which is necessary if this strategy
is to be successfully integrated into the health insurance system. Similarly,
Alhasan ef al. [75] have offered a practical and effective strategy for addressing
the fraudulent concerns that occur in the health insurance market, but they have
not presented any benchmarks to evaluate their work. The same restrictions apply
to Ismail er al. [74], who have not compared the energy consumption and
performance of different consensus procedures in Block-HI.

o Lack of feasibility: Researchers have presented a variety of potential solutions
for health insurance-related problems. However, several of them are missing
the feasibility study component. The purpose of a feasibility study is to
determine whether the proposed solution to a problem is sufficient. For
instance, the approach presented in [5] can be quite effective in the processing
of health insurance claims. Though the benefits of incorporating blockchain
into claim management are evident, rules cannot be established for every
component of any system, especially for the extremely uncertain fraudulent
scenarios in claim administration. In some instances, a sophisticated medical
treatment must be rigorously validated, which demands a significant deal of
experience and expertise. Similarly, Ismail ef al. [74] have presented a solution
to the problem of health insurance fraud. To achieve this, they have divided
fraudulent actions into 12 distinct groups. However, manually identifying
activities is quite difficult due to the possibility of unanticipated challenges.

e Security: System security is a significant consideration while attempting to
resolve health insurance problems. A secure environment is one of the grounds
for implementing blockchain in health insurance. However, while many of the
ideas presented by researchers have the ability to tackle the problems, they also
pose significant security risks. The solution given by [67] for the claim man-
agement aspect creates serious security problems. The problem with this study
is that the database used in the suggested architecture has not been encrypted.
The most promising billing management study discovered is a blockchain-
based billing system [73] whose concept can be applied into the health
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insurance billing situation. However, in order to achieve the best results, it is
necessary to address the proposed solution’s limits first. The authors of this
study have deployed rest servers and demonstrated that these can actually
accelerate software development; nevertheless, they have not considered ser-
ver security in order to incorporate higher security for identity management.
In addition to security, user privacy is a particularly delicate issue in any
framework that must be addressed prior to using this system for health insur-
ance, as users are highly worried about their health information. The healthcare
and health insurance sectors heavily rely on data. However, the nature of
health data is so sensitive since it contains personally identifiable information
that every individual is exceedingly protective of his or her data. If the system
for data sharing is insufficiently secure, privacy breaches can occur, causing
serious harm to any individual. Therefore, data privacy and system security are
key considerations when offering a solution to health insurance problems.
The authors [65] have presented a way for addressing complaints and con-
cerns in the health insurance business. However, they have neglected to
account for user privacy, a crucial component of any complaint and grievance
management system. On any online forum for complaint and grievance man-
agement, if the user’s identity is not anonymous, the majority of users do not
feel comfortable sharing their issues. Similarly, although the authors of [73]
have offered a solid strategy that emphasizes the billing notion of health
insurance, they have not disclosed how they protect their customers’ privacy.

e Lack of accuracy and paperwork: The success rate of a mechanism is pro-
portional to its accuracy. Therefore, any proposed method must strive for the
best level of accuracy possible. Based on their findings, the anti-fraud method
for healthcare insurance presented in [30] is quite reliable. However, the
accuracy falls short of expectations. Similarly, EhtInsurance [31] is a potential
method for the handling of health insurance claims that has been shown to be
reliable and secure. However, it lacks sufficient documentation.

o Lack of emphasis on key factors: Prior to implementing a solution, the first
step in attempting to handle a problem in the real world is to identify the major
components that must be addressed. Without it, obtaining maximum achieve-
ment is somewhat unpredictable and difficult. Consequently, the first stage in
fixing a problem is to identify the crucial parts that must be addressed prior to
implementing the solution. However, several of the research have not adhered
to this fundamental guideline, which is a major flaw of their system.
ShareChain [82] presents a data sharing structure that is mainly absent of this
characteristic.

Numerous studies have emphasized the need of secure and effective data sharing in
the health insurance industry. ShareChain [82] is one of them, and it has introduced
an efficient data-sharing solution to address interoperability and reliability issues.
Existing works have been compared to the proposed framework to evaluate their
success and limits. The primary issue with this strategy is that it lacks a patient-
centered approach. Due to the fact that the customer or patient is at the heart of the
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healthcare or health insurance industry and is the ultimate owner of their data, the
framework should concentrate largely on them. If data collection fails, it is useless
to adopt any data-sharing system, and the insurance industry suffers huge losses.

4.10.2 Future directions

In the previous sub section, the limitations of existing blockchain-based health
insurance management systems have been highlighted. Based on these limitations,
potential future directions have been provided in this subsection.

o Need for effective solutions: There is a large gap in the use of blockchain
technology to address several areas of health insurance. As indicated in the
preceding section, monitoring and response management are lacking in the
literature and are not being investigated by researchers. The authors of [87]
have provided a monitoring framework that future researchers might use to
generate ideas for health insurance monitoring and response management.
Perhaps this remains an open question that future scholars should explore.
However, there has been a few research on blockchain-based complaint and
grievance management systems and blockchain-based billing management
systems in numerous areas [88,89]. Using this work, researchers can attempt to
integrate these concepts into the health insurance system by resolving the
underlying dependencies.

Compared to the preceding aspect, numerous contributions have been made
to claim management and fraud detection in health insurance. Mentioned are
several potential approaches that could be utilized in the context of health
insurance claim management and the detection of fraudulent activity. The
authors of [67] have suggested a blockchain-based strategy for developing a
tamper-proof claims processing system for health insurance claims adminis-
tration. Detecting fraud and preventing risks in health insurance is another area
where blockchain has been utilized in multiple research. This chapter looks at
the most promising studies from the authors’ point of view to give readers a
full understanding of how fraud happens and how to stop it.

o Solutions’ applicability and scalability: A common behavior among health
insurance researchers is a lack of awareness or motivation to verify the
applicability and scalability of their suggested solutions. There are a few
excellent solutions for various aspects of health insurance, such as a complaint
redressal system from [64], an anti-fraud system from company [75], and a
claim management system from company [67], but none of the architectures
have underwent applicability and scalability testing. Future research should be
conducted to demonstrate the efficacy and scalability of their proposed method
so that it can be applied to the detection of fraud in health insurance and other
aspects.

Regarding the possibility of incorporating an existing solution from another
sector into the health insurance system, two considerations are outlined in
Section 4.1. Therefore, substantial research is necessary to comprehend the
applicability and scalability of existing health insurance systems.



Managing health insurance using blockchain technology 117

Increasing trend in simulation and benchmarking: As described in the
preceding section, simulation and benchmarking play a crucial role in asses-
sing any architecture. If it is unknown whether a newly offered solution will
outperform current alternatives, then there is no reason to choose the new one
over the old one. This is where simulation and benchmarking come into play,
something the majority of studies have lacked. Consequently, future
researchers must incorporate simulation and benchmarking prior to deeming
their solution beneficial. Additionally, case studies should be presented in
exceptional circumstances, such as a consumer emergency complaint registry.
Increase feasibility: For the successful integration of a certain solution, it is
essential to ensure that it is feasible. Several of the works that we analyzed
lacked this quality. For instance, Ismail et al. have developed a very successful
method for claim management in health insurance, however it fails to meet
some practical situations. As stated previously, authors set up rules for their
component, which is not feasible at all. Setting up rules for every component,
especially in fraudulent activities, is an unstable state. Critical scenarios such
as medical treatment requiring rigorous validation need a lot of expertise and
knowledge. Therefore, additional study must be conducted on the integration
of machine learning algorithms and blockchain smart contracts. This will aid in
the discovery of fraudulent instances and the overall success of the claims
management process.

Likewise, Ismail ef al. [74] have manually categorized fraudulent acts into twelve
distinct groups. However, the amount of possible fraudulent actions remains
uncertain. In this regard, substantial research is required so that the behavior of
various fraudulent operations can be incorporated into future frameworks. Future
additions to this proposed system could include an interoperability framework for
data claims.

Security: Numerous studies have the potentiality to overcome health insurance
management. But their mechanisms raise security concerns which need utmost
consideration. For instance, mechanisms from Thenmozhi et al. [67] have not
made use of encrypted databases. By utilizing fine-grained access control, this
concern can be easily accomplished. Ahmet ef al. [73] have utilized restful
servers, which have introduced the topic of finding better servers. This topic
needs exhaustive research in order to integrate greater security for identity
management. Additionally, post-quantum cryptography can be investigated
and included into the process as quantum computers become more widespread
as well as a symmetric encryption should be investigated as an alternative.

Privacy: User privacy is a vital aspect in any complaint and grievance man-
agement system. In their complaint and grievance management system,
Rahman er al. [65] have not considered the user’s privacy. Therefore, the
communication must be made anonymous by utilizing the blockchain’s
anonymity feature, as this makes the communication more trustworthy, faster,
and safe. Besides, Ahmet ef al. [73] have made no mention of how their pro-
posed billing system would protect their customers’ privacy. Thus, planning to
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integrate a new privacy mechanism is a matter of urgency in these cases because
health data is continuous in nature. Privacy techniques such as differential privacy
are an excellent strategy for ensuring users’ data privacy [83].

o Increase accuracy and paperwork: For any proposed method to be effective,
a minimum level of precision and essential documentation are required. An
anti-fraud system proposed by [30] is a very promising solution to the problem
of fraud in the health insurance system, but it lacks a crucial element: accuracy.
Subsequently, if additional work is done to improve the system’s accuracy, this
proposed model could be nearly unbeatable. In addition, written documenta-
tion permits us to monitor the development of any project and reveals how to
enhance the system. Similarly, EhrInsurance [31] is a promising approach to
claim management; however, a major element it lacks is proper amount of
paperwork.

o Emphasize on key factors: The first and most important stage in proposing a
novel solution is to identify the key aspects that must be considered. If this is
not ensured, there is a significant chance that the proposed method will become
a useless solution. ShareChain [82] is a really promising piece of work that
focuses on data sharing in the context of health insurance. However, the most
critical issue with this solution is that they have not considered making it
patient-centered, which is the most important requirement from a health
insurance standpoint. Therefore, it must be taken into account for the system to
be functional. The authors have also mentioned that they want to put their
system in the real world, which is the ultimate objective of any proposal for a
data-sharing platform.

4.11 Conclusions

The benefits of blockchain technology in the health insurance industry are evident.
With its core qualities of decentralization, persistence, anonymity, and verifiability,
blockchain technology has the potential to influence the existing health insurance
sector. This chapter discusses numerous aspects of health insurance and how they
might interact using blockchain technology. This emerging technology has the
ability to minimize the costs associated with a decentralized environment if
employed effectively. Numerous studies have examined insurance claims, fraud
detection, and data sharing among insurance participants while preserving their
privacy and security. Whereas there is a shortage of literature regarding the proper
handling of medical bills for insurance claims and the management of complaints
within the insurance cycle. Overall, there are very few studies that have explored
the various aspects and challenges of health insurance. In addition, future research
ought to concentrate on implementing the blockchain-based service in a real world
environment in order to assess the practicality and scalability of such a system.
Finally, blockchain technology has the ability to alleviate health insurance concerns
through decentralization and the elimination of third parties, thereby accelerating
the process. Regarding blockchain, health insurers must be fearless. To utilize the
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unique characteristics of blockchain technology, insurer have to have the courage
to develop a new security policy, strengthen the entire process, and contribute to the
company’s success.
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